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SSP LAN (NIPRNET) Account Requirements

In order to establish an SSP LAN (NIPRNET) Account, you will need to complete the following requirements below.
NOTE: This includes contractors who have a requirement to login to a computer on-site, but are not permanently seated at SSP.

ALL REQUIREMENTS MUST BE COMPLETED BEFORE AN SSP ACCOUNT IS RELEASED

0 SSP Supervisor/Government Sponsor completes and signs “SSP Help Desk - Check-In Form”: Submit a copy of the form
(electronic or hard copy) to the local SSP Help Desk AT LEAST A WEEK IN ADVANCE to facilitate User Account/IT Equipment
setup. Retain original to include with account package.

O User, SSP Supervisor/Government Sponsor, SSP Security, and ISSM/ISSO completes and signs SAAR-N Form: Please
refer to the instructions located inside this packet for detailed information on completing the SAAR-N Form.

O User completes IT Training: Training does not have to be completed at SSP and can be done on any non-government
computer via the sites listed below. Upon completion, print two copies of each certificate, one to keep for your records.

User may print out previously completed training certificates from TWMS or NKO as long they were completed within the
current fiscal year. User can request the SSP Help Desk to log user in to a computer to obtain certificates.

- Cyber Awareness Challenge
0 Users who already have a CAC at the time of on-boarding, use TWMS or NKO: https://twms.navy.mil or
https://www.nko.navy.mil/
0 Users who do not have a CAC at the time of on-boarding, use DISA: http://iase.disa.mil/eta

O User completes Temporary Username/Password Authorization (UBE) Form and has the local ISSM/ISSO sign the form
authorizing logon with a temporary username/password. (Required for users who do not have a CAC)

O User attends or schedules an IT Orientation Briefing with the local ISSM/ISSO: Bring fully completed account package
to the briefing as the SAAR-N Form and UBE Form (if applicable) will be signed by the local ISSM/ISSO.

- At SPHQ, IT Orientation Briefings are usually held every other Monday in the MIS Training Room (RM 3004) at
1300. For Field sites/PMOs, please contact the local help desk for more information on the IT Orientation Briefing.

- If a user misses the regularly scheduled IT Orientation Briefing, they will need to schedule a briefing session with
the local SSP Help Desk.

- IT Training Certificates and SAAR-N Form must be complete with all requested information/signatures before the
form is signed by the ISSM/ISSO.

O User submits fully completed account package to the local SSP Help Desk to include:
-SSP Check-in Form
- SAAR-N Form (with complete Information/signatures)
- IT Training Certificates

Optional Access/Accounts

SSP VPN/Broadband Access: Please see attached instructions for more information on obtaining VPN access. A CAC is required to
access the training.

SSP SIPRNET Account: Please refer to the “SSP LAN (NIPRNET)/CLAN (SIPRNET) Account Package” for information on obtaining a
SIPRNET Account. A new SAAR-N Form denoting SIPRNET access may be required. See the Help Desk if there are any questions on
this requirement.

Please be advised that NO ACCOUNTS WILL BE RELEASED unless all forms have been completed and submitted to the SSP Help Desk.

IF THERE ARE ANY QUESTIONS, PLEASE CONTACT THE SSP HELP DESK AT 202-433-8777 OR HELPDESK@SSP.NAVY.MIL
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https://www.nko.navy.mil/
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mailto:HELPDESK@SSP.NAVY.MIL

SSP MIS Doc Ctrl No. ACPK0O1
SSP LAN (NIPRNET) Account Package
Version 1.3, 24 Sep 2015

Instructions for Completing a SAAR-N Form for an SSP LAN (NIPRNET) Account

Overview

These instructions are to be used with the applicable System Authorization Access Request Navy (SAAR-N) provided by the local SSP
Help Desk. Failure to successfully complete the SAAR-N form per these instructions will result in account creation delays.

Instructions

1. Read the Privacy Act Statement section in its entirety.

2. Ensure “Initial” is checked and enter the USER ID. The USER ID is your SP Code. If you do not know your SP Code and you
are Military or a Government Civilian, see your SSP Supervisor. For Contractors, your SP Code will be generated by the local
SSP Help Desk. Enter the Date. For location, enter the physical location of system.

3. Complete blocks 1 through 10.

Block 1 should have the user’s name with middle initial, if applicable.

Block 2 should be “SSP” for organization.

Block 3 should be your supporting SSP Branch within the organization.

Block 4 should be your commercial phone number in the “COM” field.

Block 5 should be your SSP E-mail address. (firstname.lastname@ssp.navy.mil) or (firstname.lastname.ctr@ssp.navy.mil)
Block 6 should be your job title and grade/rank, if military or civilian. Use “Contractor” if user is a Contractor.

Block 7 should be the mailing address of the local SSP site.

Block 8 check appropriate Citizenship status.

Block 9 check appropriate Designation.

4. Complete the required IT training module below

- Cyber Awareness Challenge
0 Users who already have a CAC at the time of on-boarding, use TWMS or NKO: https://twms.navy.mil or
https://www.nko.navy.mil/
0 Users who do not have a CAC at the time of on-boarding use DISA: http://iase.disa.mil/eta

Upon completion, print two copies of each certificate, one to keep for your records. User may print out previously
completed training certificates from TWMS or NKO as long they were completed within the current fiscal year. Ensure that
block 10 is completed once the Cyber Awareness Challenge is complete. Attach the completed certificate to the SAAR-N
Form.

5. Ensure “Authorized” is checked in block 12.

6. Ensure “Unclassified” is checked in block 13.

7. If a Contractor, complete block 14a. Ensure company name, contract number, and expiration date is specified.

8. Request your SSP Supervisor complete blocks 15 through 16b. NOTE: For Contractors, your SSP Government Sponsor will
complete and sign these blocks. Ensure that a Supervisor or Sponsor signature is in place in block 16a.

9. The local ISSM/ISSO or appointee at SSP will complete blocks 17 through 17b at the IT Briefing.
10. The local ISSM/ISSO or appointee at SSP will complete blocks 18 through 21 at the IT Briefing.

11. Read over the User Agreement and ensure that your signature is in place in block 24.

CONTINUED ON BACK...


mailto:firstname.lastname@ssp.navy.mil
mailto:firstname.lastname.ctr@ssp.navy.mil
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12. Request the local SSP Security Manager complete blocks 26 through 30. Ensure that the Security Manager signature is in
place in block 29. SSP Security is the only authorized Security Office to verify user information for SSP LAN Accounts.

13. Before submitting the SAAR-N Form to the local SSP Help Desk, ensure that signatures are in place where required in Part Il
(blocks 16a, 17, 18, and 24) and Part Ill (block 29).



SSP VPN/Broadband Training Instructions

In order to access the SSP Network remotely via a High Speed connection, you will need to complete the following:
O Complete SSP VPN/Broadband Training [CAC Required]

The training is located on the SSP Homepage under “Important Links on SPWEB”. Look for:

e SSP Broadband Service Implementation Presentation
o SSP Broadband Service Implementation Presentation Document
o0 SSP Broadband Service Implementation Video Presentation

There will be 2 links, open both links as one contains a Video and the other contains a PowerPoint Presentation
that goes with the video.

O Go to the Help Desk and sign the “SSP Broadband and Wireless Access Service End User Agreement”
O Obtain a RAS Token from the SSP Help Desk.
[0 Obtain an SSP Asset (either a permanent issued SSP Laptop or loaner SSP Laptop)

- Ifaloaner laptop is needed, an SSP Loaner IT Equipment Request Form needs to be completed.


https://spweb.sphq.ssp.navy.mil/unsecure/documents/SSP%20Broadband%20Service%20Implementation%20Presentaion.pdf
https://spweb.sphq.ssp.navy.mil/unsecure/broadband_presentation.jsp

PLEASE SEE ATTACHMENTS LOCATED INSIDE THIS PDF FILE FOR:

- SSP HELP DESK CHECK-IN FORM
- SAAR-N FORM
- TEMPORARY USERNAME/PASSWORD (UBE) FORM

ATTACHMENTS WILL APPEAR IN THE ATTACHMENT LIST TO THE
LEFT OF THIS DOCUMENT. IF YOU DO NOT SEE THE ATTACHMENT
LIST, CLICK ON THE PAPERCLIP ICON LOCATED ON THE LEFT OF THE
ADOBE ACROBAT WINDOW. DOUBLE CLICK ON THE ATTACHMENT
TO OPEN. ATTACHMENTS WILL OPEN IN A NEW WINDOW. SAVE
COMPLETED FORMS TOGETHER WITH IT TRAINING CERTIFICATES
AND SEND AS ONE COMPLETED PACKET TO THE HELP DESK.

SEE FIGURE BELOW.
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	Instructions for Completing a SAAR-N Form for an SSP LAN (NIPRNET) Account
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FORM INSTRUCTIONS

If requesting an on-site SSP Account, complete all sections. Mark “Section Not Applicable” if the section does not apply.
Example: If user is not requesting a SIPRNET Account, mark sections E & F as “Section Not Applicable”

ACCOUNT(S) BEING REQUESTED (Check all the apply)

[ SSP LAN (NIPRNET) USER ACCOUNT ONLY [ SSP LAN (TECH/ADMIN) PRIVILEGED ACCOUNT
[ SSP CLAN (SIPRNET) USER ACCOUNT ONLY [ SSP CLAN (TECH/ADMIN) PRIVILEGED ACCOUNT
[ SSP LAN (NIPRNET) & CLAN (SIPRNET) USER ACCOUNTS [ SSP LAN (TECH/ADMIN) & CLAN (TECH/ADMIN) PRIVILEGED ACCOUNTS

SECTION A: USER INFORMATION

DATE: ON-BOARD DATE:

NAME: RANK (Military Only): SP CODE:
Example: LCDR, MTC, YN1

EMPLOYEE TYPE: [0 MILITARY O GOVERNMENT CIVILIAN [ CONTRACTOR [ ALPHA CODE CITIZENSHIP: OO US O FN:

Country (Example: UK)

If a contractor or employee of another government agency), please specify below:

COMPANY/AGENCY: SUPPORTING SSP BRANCH:

CHECK-IN’S LOCATION: CHECK-IN’S PHONE:
NOTE: Specify “Off-site (Company/Agency)” or guest station cube location (if available) for users not permanently seated at SSP. A phone
number is required even if the user does not have a permanent desk at SSP.

SSP SUPERVISOR/GOVERNMENT SPONSOR: PHONE:

(Please print name)

SECTION B: NIPRNET CAC INFORMATION

Does the user have a CAC? Oves ONO
NOTE: User must acquire a CAC within 14 days of on-boarding or the account will expire. Users who do not have a CAC must complete a
Temporary Username/Password (UBE) form.

If the user has a CAC, please provide the EDI/DoD ID Number located on the back of the card to the right of the user’s picture.

CACEDI #:

SECTION C: IT EQUIPMENT INFORMATION

Is there IT Equipment already set up at the location: (Check all that apply)
[0 DESKTOP [0 LAPTOP [0 DOCKING STATION [ MONITOR [ SIPRNET TERMINAL [0 KEYBOARD [0 MOUSE [0 NONE

Will the user be required to travel or telework for more than 25% of their work schedule: OvYes ONO
If Yes, user is eligible for a permanent laptop. If No, the user will be issued a desktop and may check out a loaner laptop as needed
IT Equipment being requested:

[0 DESKTOP PC O LAPTOP O NONE - GUEST PC/SHARE PC

Will the user be traveling to the UK for more than 25% of their work schedule: OYES ONO
If Yes, user will be issued a UK compatible blackberry. If No, user will be issued a US-only compatible blackberry.

NOTE: CONTRACTORS ARE ONLY PERMITTED TO HAVE A DATA ONLY BLACKBERRY

Blackberry being requested:

[0 BLACKBERRY (DATA ONLY) [0 BLACKBERRY (PHONE & DATA) [0 BLACKBERRY SMART CARD READER [0 NO BLACKBERRY REQUESTED

CONTINUED ON BACK...
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SECTION D: NIPRNET APPLICATIONS AND SERVICES INFORMATION

What Applications and/or Services will the user need?
NOTE: User will be given an SSP E-mail address, I: Drive access, and SPHQ Livelink access as default unless otherwise noted.
UK CITIZENS ARE NOT PERMITTED TO HAVE AN SPHQ LIVELINK OR SIPRNET ACCOUNT

O SMARTS O ACE WINDCHILL O SWSNET REPOSITORY O NCAP O NAVFIT OcCmP

E-MAIL DISTRIBUTION LISTS - User will automatically be added to Branch Staff/ALL HANDS/Newsletter lists.

Please specify any additional lists: [0 BRANCH HEADS [ SECTION HEADS [ OTHER:

SECTION E: SIPRNET ACCOUNT INFORMATION [0 SECTION NOT APPLICABLE

Will the user need a SIPRNET Account at the time of on-boarding? OYES ONO
NOTE: User must complete a NATO Briefing with SSP Security. Please refer to the “SSP LAN (NIPRNET)/CLAN (SIPRNET) Account Package”
for information on obtaining a SIPRNET Account. If user is not requesting a SIPRNET Account at the time of on-boarding, please complete
an “SSP LAN (NIPRNET) Account Package.” A new SAAR-N Form will need to be completed if a SIPRNET Account is requested in the
future.

Does the user have an existing SIPRNET Token? OYES ONO
NOTE: Users who do not have a SIPRNET Token must complete a Temporary Username/Password (UBE) form.

If the user has a SIPRNET Token, please provide the card serial number located on the back of the card.

SIPRNET TOKEN SERIAL #:

SECTION F: SIPRNET APPLICATIONS AND SERVICES INFORMATION [0 SECTION NOT APPLICABLE

What Applications and/or Services will the user need?
NOTE: User will be given an SSP SIPRNET E-mail address, I: Drive access, and SPHQ Livelink access unless otherwise noted.
UK CITIZENS ARE NOT PERMITTED TO HAVE AN SPHQ LIVELINK OR SIPRNET ACCOUNT

O SPOSE

ANY ADDITIONAL REQUIREMENTS — PLEASE SPECIFY BELOW

e Please refer to the “SSP LAN (NIPRNET)/CLAN (SIPRNET) Account Package” for information on obtaining a SIPRNET Account

e E2E-PR and SEAS Accounts are automatically generated with limited access by establishing an SPHQ Livelink Account.

e  P: Drive (Pll) access requires approval from the branch owner of the drive.

e E2E-REMIS access requires approval from SP1320 (Julie Pratt) and an email sent to the Help Desk from the user’s Branch Head
approving access.

e  CATS access requires approval from SPN (Jerry Miskelly)

e SSPATS access requires approval from SP20143 (Early Jackson)

e  SPOSE access requires approval from SP1004 (Myron Wadell)

APPROVING SSP SUPERVISOR/GOVERNMENT SPONSOR SIGNATURE AND SP CODE DATE

SPOSE APPROVAL SIGNATURE AND SP CODE DATE
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Strategic Systems Programs NIPRNet
Temporary Username & Password Authorization

NIPRNet

This letter is to request authorization to access SSP NIPRNet using username and password log on

credentials where appropriate allowances are permitted.

1 Day Extension

] common Access Card (CAC) is not available
[] cACis locked out due to incorrect PIN attempts

14 Day Extension

[] Requestor is a new SSP User and CAC Issuance is pending processing

[] cAcC s expired and awaiting issuance of new CAC

[] CACis lost

Exception Expiration:

Requestor

Name/SP Code:

Signature:

Date:

1** Extension Approval (IAO/IAM or IAO/IAM

Delegate)

Name/SP Code:

Signature:

Date:

Reestablishment of CAC logon requirement

Date “Smart card for interactive logon requirement” reestablished:

Verifying Technician Name/SP Code:

Facilitating Tech:

Approval (IAO/IAM/IAO Delegate)

Name/SP Code:

Signature:

Date:

2" Extension Approval (IAO/IAM or IAO/IAM
Delegate)

Name/SP Code:

Signature:

Date:
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