
     
SSP LAN (NIPRNET) Account Requirements 

 
In order to establish an SSP LAN (NIPRNET) Account, you will need to complete the following requirements below.   
NOTE: This includes contractors who have a requirement to login to a computer on-site, but are not permanently seated at SSP. 
 

ALL REQUIREMENTS MUST BE COMPLETED BEFORE AN SSP ACCOUNT IS RELEASED 
 

  SSP Supervisor/Government Sponsor completes and signs “SSP Help Desk - Check-In Form”:  Submit a copy of the form 
(electronic or hard copy) to the local SSP Help Desk AT LEAST A WEEK IN ADVANCE to facilitate User Account/IT Equipment 
setup.  Retain original to include with account package. 

 
  User, SSP Supervisor/Government Sponsor, SSP Security, and ISSM/ISSO completes and signs SAAR-N Form:  Please 
refer to the instructions located inside this packet for detailed information on completing the SAAR-N Form. 

  
  User completes IT Training:  Training does not have to be completed at SSP and can be done on any non-government 
computer via the sites listed below.  Upon completion, print two copies of each certificate, one to keep for your records.  
User may print out previously completed training certificates from TWMS or NKO as long they were completed within the 
current fiscal year.  User can request the SSP Help Desk to log user in to a computer to obtain certificates. 
  

- Cyber Awareness Challenge 
o Users who already have a CAC at the time of on-boarding, use TWMS or NKO:  https://twms.navy.mil or 

https://www.nko.navy.mil/ 
o Users who do not have a CAC at the time of on-boarding, use DISA: http://iase.disa.mil/eta  

 
  User completes Temporary Username/Password Authorization (UBE) Form and has the local ISSM/ISSO sign the form 
authorizing logon with a temporary username/password.  (Required for users who do not have a CAC) 
 
  User attends or schedules an IT Orientation Briefing with the local ISSM/ISSO:  Bring fully completed account package 
to the briefing as the SAAR-N Form and UBE Form (if applicable) will be signed by the local ISSM/ISSO. 
 

- At SPHQ, IT Orientation Briefings are usually held every other Monday in the MIS Training Room (RM 3004) at 
1300.  For Field sites/PMOs, please contact the local help desk for more information on the IT Orientation Briefing. 

- If a user misses the regularly scheduled IT Orientation Briefing, they will need to schedule a briefing session with 
the local SSP Help Desk. 

- IT Training Certificates and SAAR-N Form must be complete with all requested information/signatures before the 
form is signed by the ISSM/ISSO. 

 
  User submits fully completed account package to the local SSP Help Desk to include:  

- SSP Check-in Form 
- SAAR-N Form (with complete Information/signatures) 
- IT Training Certificates   

 
Optional Access/Accounts 

 
SSP VPN/Broadband Access:  Please see attached instructions for more information on obtaining VPN access.  A CAC is required to 
access the training. 
 
SSP SIPRNET Account:  Please refer to the “SSP LAN (NIPRNET)/CLAN (SIPRNET) Account Package” for information on obtaining a 
SIPRNET Account.   A new SAAR-N Form denoting SIPRNET access may be required.  See the Help Desk if there are any questions on 
this requirement. 
 
Please be advised that NO ACCOUNTS WILL BE RELEASED unless all forms have been completed and submitted to the SSP Help Desk. 
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IF THERE ARE ANY QUESTIONS, PLEASE CONTACT THE SSP HELP DESK AT 202-433-8777 OR HELPDESK@SSP.NAVY.MIL  

https://twms.navy.mil/
https://www.nko.navy.mil/
http://iase.disa.mil/eta
mailto:HELPDESK@SSP.NAVY.MIL


 
 
 

 

Instructions for Completing a SAAR-N Form for an SSP LAN (NIPRNET) Account 
 
Overview 
 
These instructions are to be used with the applicable System Authorization Access Request Navy (SAAR-N) provided by the local SSP 
Help Desk.   Failure to successfully complete the SAAR-N form per these instructions will result in account creation delays. 
 
Instructions 
 

1. Read the Privacy Act Statement section in its entirety.    

2. Ensure “Initial” is checked and enter the USER ID.  The USER ID is your SP Code.  If you do not know your SP Code and you 
are Military or a Government Civilian, see your SSP Supervisor.  For Contractors, your SP Code will be generated by the local 
SSP Help Desk.  Enter the Date.  For location, enter the physical location of system. 
 

3. Complete blocks 1 through 10.   
 
Block 1 should have the user’s name with middle initial, if applicable. 
Block 2 should be “SSP” for organization. 
Block 3 should be your supporting SSP Branch within the organization. 
Block 4 should be your commercial phone number in the “COM” field. 
Block 5 should be your SSP E-mail address.  (firstname.lastname@ssp.navy.mil) or (firstname.lastname.ctr@ssp.navy.mil) 
Block 6 should be your job title and grade/rank, if military or civilian.  Use “Contractor” if user is a Contractor. 
Block 7 should be the mailing address of the local SSP site. 
Block 8 check appropriate Citizenship status. 
Block 9 check appropriate Designation. 
 

4. Complete the required IT training module below   
 

- Cyber Awareness Challenge 
o Users who already have a CAC at the time of on-boarding, use TWMS or NKO:  https://twms.navy.mil or 

https://www.nko.navy.mil/ 
o Users who do not have a CAC at the time of on-boarding use DISA: http://iase.disa.mil/eta 

 
Upon completion, print two copies of each certificate, one to keep for your records.  User may print out previously 
completed training certificates from TWMS or NKO as long they were completed within the current fiscal year.  Ensure that 
block 10 is completed once the Cyber Awareness Challenge is complete.  Attach the completed certificate to the SAAR-N 
Form. 
 

5. Ensure “Authorized” is checked in block 12.     
 

6. Ensure “Unclassified” is checked in block 13. 
 

7. If a Contractor, complete block 14a.  Ensure company name, contract number, and expiration date is specified. 
 

8. Request your SSP Supervisor complete blocks 15 through 16b.  NOTE:  For Contractors, your SSP Government Sponsor will 
complete and sign these blocks.  Ensure that a Supervisor or Sponsor signature is in place in block 16a. 
 

9. The local ISSM/ISSO or appointee at SSP will complete blocks 17 through 17b at the IT Briefing. 

10. The local ISSM/ISSO or appointee at SSP will complete blocks 18 through 21 at the IT Briefing. 
 

11. Read over the User Agreement and ensure that your signature is in place in block 24. 
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CONTINUED ON BACK… 
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12. Request the local SSP Security Manager complete blocks 26 through 30.  Ensure that the Security Manager signature is in 
place in block 29.  SSP Security is the only authorized Security Office to verify user information for SSP LAN Accounts. 
 

13. Before submitting the SAAR-N Form to the local SSP Help Desk, ensure that signatures are in place where required in Part II 
(blocks 16a, 17, 18, and 24) and Part III (block 29).



 
 
 

 

SSP VPN/Broadband Training Instructions  
 

In order to access the SSP Network remotely via a High Speed connection, you will need to complete the following: 
 

  Complete SSP VPN/Broadband Training [CAC Required] 
 

  The training is located on the SSP Homepage under “Important Links on SPWEB”.  Look for: 

• SSP Broadband Service Implementation Presentation  
o SSP Broadband Service Implementation Presentation Document  
o SSP Broadband Service Implementation Video Presentation  

There will be 2 links, open both links as one contains a Video and the other contains a PowerPoint Presentation 
that goes with the video. 

 
  Go to the Help Desk and sign the “SSP Broadband and Wireless Access Service End User Agreement” 

 
  Obtain a RAS Token from the SSP Help Desk. 
 
  Obtain an SSP Asset (either a permanent issued SSP Laptop or loaner SSP Laptop) 
 

- If a loaner laptop is needed, an SSP Loaner IT Equipment Request Form needs to be completed. 
 
 

https://spweb.sphq.ssp.navy.mil/unsecure/documents/SSP%20Broadband%20Service%20Implementation%20Presentaion.pdf
https://spweb.sphq.ssp.navy.mil/unsecure/broadband_presentation.jsp


 
 
 

 

PLEASE SEE ATTACHMENTS LOCATED INSIDE THIS PDF FILE FOR: 
 

- SSP HELP DESK CHECK-IN FORM 
- SAAR-N FORM   
- TEMPORARY USERNAME/PASSWORD (UBE) FORM 

 
ATTACHMENTS WILL APPEAR IN THE ATTACHMENT LIST TO THE 
LEFT OF THIS DOCUMENT.  IF YOU DO NOT SEE THE ATTACHMENT 
LIST, CLICK ON THE PAPERCLIP ICON LOCATED ON THE LEFT OF THE 
ADOBE ACROBAT WINDOW.  DOUBLE CLICK ON THE ATTACHMENT 
TO OPEN.  ATTACHMENTS WILL OPEN IN A NEW WINDOW.  SAVE 
COMPLETED FORMS TOGETHER WITH IT TRAINING CERTIFICATES 
AND SEND AS ONE COMPLETED PACKET TO THE HELP DESK. 
   
SEE FIGURE BELOW.   

 

 
 


	Instructions for Completing a SAAR-N Form for an SSP LAN (NIPRNET) Account
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Strategic Systems Programs NIPRNet 
 Temporary Username & Password Authorization 


NIPRNet 
This letter is to request authorization to access SSP NIPRNet using username and password log on 
credentials where appropriate allowances are permitted.  


1 Day Extension 
� Common Access Card (CAC) is not available 
� CAC is locked out due to incorrect PIN attempts 


14 Day Extension 
� Requestor is a new SSP User and CAC Issuance is pending processing 
� CAC is expired and awaiting issuance of new CAC   
� CAC is lost 


Exception Expiration: ___________________ Facilitating Tech: _________________________


Requestor 


Name/SP Code: _________________________ 


Signature: ______________________________ 


Date: __________________________________ 


1st Extension Approval (IAO/IAM or IAO/IAM 
Delegate) 


Name/SP Code: _________________________ 


Signature: ______________________________ 


Date: __________________________________


Approval (IAO/IAM/IAO Delegate) 


Name/SP Code:__________________________ 


Signature: ______________________________ 


Date: __________________________________ 


2nd Extension Approval (IAO/IAM or IAO/IAM 
Delegate) 


Name/SP Code: _________________________ 


Signature: ______________________________ 


Date: __________________________________


Reestablishment of CAC logon requirement 


Date “Smart card for interactive logon requirement” reestablished: _____________________________ 


Verifying Technician Name/SP Code: ______________________________________________________ 





		Exception Expiration: 

		Facilitating Tech: 

		NameSP Code: 

		Date: 

		NameSP Code_2: 

		Date_2: 

		NameSP Code_3: 

		Date_3: 

		NameSP Code_4: 

		Date_4: 

		Date Smart card for interactive logon requirement reestablished: 

		Verifying Technician NameSP Code: 

		Check Box1: Off

		Check Box2: Off

		Check Box3: Off

		Check Box4: Off

		Check Box5: Off
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FORM INSTRUCTIONS 
If requesting an on-site SSP Account, complete all sections.  Mark “Section Not Applicable” if the section does not apply.   
Example: If user is not requesting a SIPRNET Account, mark sections E & F as “Section Not Applicable” 


ACCOUNT(S) BEING REQUESTED (Check all the apply) 
 SSP LAN (NIPRNET) USER ACCOUNT ONLY 
 SSP CLAN (SIPRNET) USER ACCOUNT ONLY 
 SSP LAN (NIPRNET) & CLAN (SIPRNET) USER ACCOUNTS 


 SSP LAN (TECH/ADMIN) PRIVILEGED ACCOUNT 
 SSP CLAN (TECH/ADMIN) PRIVILEGED ACCOUNT 
 SSP LAN (TECH/ADMIN) & CLAN (TECH/ADMIN) PRIVILEGED ACCOUNTS 


SECTION A: USER INFORMATION 
 
DATE:  ____________________________________________  ON-BOARD DATE:  _____________________________________      
 
NAME:  ___________________________________________ RANK (Military Only):  _________   SP CODE:  ______________________ 
         Example: LCDR, MTC, YN1 
EMPLOYEE TYPE:   MILITARY     GOVERNMENT CIVILIAN      CONTRACTOR        ALPHA CODE   CITIZENSHIP:    US    FN: _______  
                                                                                                                                                                                                                             Country (Example: UK) 


If a contractor or employee of another government agency), please specify below:               
 
COMPANY/AGENCY:  ___________________________________________   SUPPORTING SSP BRANCH:  _________________________ 
 
CHECK-IN’S LOCATION:  _______________________________  CHECK-IN’S PHONE:  __________________________________________ 
NOTE: Specify “Off-site (Company/Agency)” or guest station cube location (if available) for users not permanently seated at SSP.  A phone 
number is required even if the user does not have a permanent desk at SSP.  
 
SSP SUPERVISOR/GOVERNMENT SPONSOR:  ___________________________________________              PHONE:  _________________ 
                              (Please print name) 


SECTION B:  NIPRNET CAC INFORMATION 
Does the user have a CAC?                         YES     NO 
NOTE: User must acquire a CAC within 14 days of on-boarding or the account will expire.  Users who do not have a CAC must complete a 
Temporary Username/Password (UBE) form. 
 
If the user has a CAC, please provide the EDI/DoD ID Number located on the back of the card to the right of the user’s picture. 
 
CAC EDI #:  ___________________________________________________________________ 
 


SECTION C: IT EQUIPMENT INFORMATION 
Is there IT Equipment already set up at the location: (Check all that apply)  
 
  DESKTOP     LAPTOP     DOCKING STATION      MONITOR      SIPRNET TERMINAL     KEYBOARD    MOUSE      NONE 
 
Will the user be required to travel or telework for more than 25% of their work schedule:                  YES    NO 
If Yes, user is eligible for a permanent laptop.  If No, the user will be issued a desktop and may check out a loaner laptop as needed 
IT Equipment being requested: 
 
 DESKTOP PC                              LAPTOP                                     NONE - GUEST PC/SHARE PC 
 
Will the user be traveling to the UK for more than 25% of their work schedule:                     YES    NO 
If Yes, user will be issued a UK compatible blackberry.  If No, user will be issued a US-only compatible blackberry. 
NOTE: CONTRACTORS ARE ONLY PERMITTED TO HAVE A DATA ONLY BLACKBERRY 
Blackberry being requested: 
 
 BLACKBERRY (DATA ONLY)   BLACKBERRY (PHONE & DATA)   BLACKBERRY SMART CARD READER   NO BLACKBERRY REQUESTED                           


CONTINUED ON BACK… 
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SECTION D: NIPRNET APPLICATIONS AND SERVICES INFORMATION 
What Applications and/or Services will the user need? 
NOTE: User will be given an SSP E-mail address, I: Drive access, and SPHQ Livelink access as default unless otherwise noted.   
UK CITIZENS ARE NOT PERMITTED TO HAVE AN SPHQ LIVELINK OR SIPRNET ACCOUNT 
 
 SMARTS            ACE WINDCHILL            SWSNET REPOSITORY        NCAP         NAVFIT      CMP 
 
E-MAIL DISTRIBUTION LISTS - User will automatically be added to Branch Staff/ALL HANDS/Newsletter lists. 
 
Please specify any additional lists:   BRANCH HEADS    SECTION HEADS   OTHER:  _________________________________________ 
 
                                                                              SECTION E: SIPRNET ACCOUNT INFORMATION                                  SECTION NOT APPLICABLE 
Will the user need a SIPRNET Account at the time of on-boarding?                                                                                                      YES       NO 
NOTE:  User must complete a NATO Briefing with SSP Security.  Please refer to the “SSP LAN (NIPRNET)/CLAN (SIPRNET) Account Package” 
for information on obtaining a SIPRNET Account.  If user is not requesting a SIPRNET Account at the time of on-boarding, please complete 
an “SSP LAN (NIPRNET) Account Package.”  A new SAAR-N Form will need to be completed if a SIPRNET Account is requested in the 
future. 
 
Does the user have an existing SIPRNET Token?                     YES       NO 
NOTE:  Users who do not have a SIPRNET Token must complete a Temporary Username/Password (UBE) form. 
 
If the user has a SIPRNET Token, please provide the card serial number located on the back of the card. 
 
SIPRNET TOKEN SERIAL #:  _________________________________________________________________________________________ 
 
                                                      SECTION F: SIPRNET APPLICATIONS AND SERVICES INFORMATION                      SECTION NOT APPLICABLE 
What Applications and/or Services will the user need? 
NOTE: User will be given an SSP SIPRNET E-mail address, I: Drive access, and SPHQ Livelink access unless otherwise noted. 
UK CITIZENS ARE NOT PERMITTED TO HAVE AN SPHQ LIVELINK OR SIPRNET ACCOUNT 
 
 SPOSE 
 


ANY ADDITIONAL REQUIREMENTS – PLEASE SPECIFY BELOW 
 
______________________________________________________________________________________________________________ 


NOTES 
• Please refer to the “SSP LAN (NIPRNET)/CLAN (SIPRNET) Account Package” for information on obtaining a SIPRNET Account  
• E2E-PR and SEAS Accounts are automatically generated with limited access by establishing an SPHQ Livelink Account.   
• P: Drive (PII) access requires approval from the branch owner of the drive. 
• E2E-REMIS access requires approval from SP1320 (Julie Pratt) and an email sent to the Help Desk from the user’s Branch Head 


approving access. 
• CATS access requires approval from SPN (Jerry Miskelly) 
• SSPATS access requires approval from SP20143 (Early Jackson)   
• SPOSE access requires approval from SP1004 (Myron Wadell) 


APPROVING SSP SUPERVISOR/GOVERNMENT SPONSOR SIGNATURE AND SP CODE 
 
 


DATE 
 


SPOSE APPROVAL SIGNATURE AND SP CODE 
 
 


DATE 





		SSP LAN NIPRNET USER ACCOUNT ONLY: Off

		SSP CLAN SIPRNET USER ACCOUNT ONLY: Off

		SSP LAN NIPRNET  CLAN SIPRNET USER ACCOUNTS: Off

		SSP LAN TECHADMIN PRIVILEGED ACCOUNT: Off

		SSP CLAN TECHADMIN PRIVILEGED ACCOUNT: Off

		SSP LAN TECHADMIN  CLAN TECHADMIN PRIVILEGED ACCOUNTS: Off

		DATE: 

		ONBOARD DATE: 

		NAME: 

		RANK Military Only: 

		SP CODE: 

		FN: 

		GOVERNMENT CIVILIAN: Off

		CONTRACTOR: Off

		ALPHA CODE CITIZENSHIP: Off

		US: Off

		Country Example UK: Off

		COMPANYAGENCY: 

		SUPPORTING SSP BRANCH: 

		CHECKINS LOCATION: 

		CHECKINS PHONE: 

		SSP SUPERVISORGOVERNMENT SPONSOR: 

		PHONE: 

		CAC EDI: 

		DESKTOP: Off

		LAPTOP: Off

		DOCKING STATION: Off

		MONITOR: Off

		SIPRNET TERMINAL: Off

		KEYBOARD: Off

		MOUSE: Off

		NONE: Off

		DESKTOP PC: Off

		LAPTOP_2: Off

		NONE GUEST PCSHARE PC: Off

		BLACKBERRY DATA ONLY: Off

		BLACKBERRY PHONE  DATA: Off

		BLACKBERRY SMART CARD READER: Off

		NO BLACKBERRY REQUESTED: Off

		SMARTS: Off

		ACE WINDCHILL: Off

		SWSNET REPOSITORY: Off

		NCAP: Off

		NAVFIT: Off

		CMP: Off

		EMAIL DISTRIBUTION LISTS User will automatically be added to Branch StaffALL HANDSNewsletter lists: 

		BRANCH HEADS: Off

		SECTION HEADS: Off

		OTHER: Off

		SECTION NOT APPLICABLE: Off

		SIPRNET TOKEN SERIAL: 

		SECTION NOT APPLICABLE_2: Off

		SPOSE: Off

		undefined_3: 

		DATE_2: 

		DATE_3: 

		MILITARY: Off

		NO_1: Off

		YES_1: Off

		NO_2: Off

		YES_2: Off

		NO_3: Off

		YES_3: Off

		NO_4: Off

		YES_5: Off

		YES_4: Off

		NO_5: Off
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SYSTEM AUTHORIZATION ACCESS REQUEST (SAAR)

stephania.mcgarity

D:20080624093843- 04'00'

D:20080701161727- 04'00'

SYSTEM AUTHORIZATION ACCESS REQUEST NAVY (SAAR-N) 

PRIVACY ACT STATEMENT

AUTHORITY:  Executive Order 10450, Public Law 99-474, the Computer Fraud and Abuse Act; and System of Records Notice: NM0500-2 Program Management and Locator System.
PRINCIPAL PURPOSE:  To record user identification for the purpose of verifying the identities of individuals requesting access to Department of Defense (DOD) systems and information.
ROUNTINE USES: The collection of data is used by Navy Personnel Supervisors/Managers, Administration Office, Security Managers, Information Assurance Managers, and System Administration with a need to know.
DISCLOSURE:  Disclosure of this information is voluntary; however, failure to provide the requested information may impede, delay or prevent further processing of this request.

TYPE OF REQUEST: 

 PART I (To be completed by Requester)  

 4. PHONE (DSN and Commercial): 

 8. CITIZENSHIP: 

 9. DESIGNATION OF PERSON 

 10.  INFORMATION ASSURANCE (IA) AWARENESS TRAINING REQUIREMENTS (Complete as required for user or functional level access.):  

PART II - ENDORSEMENT OF ACCESS BY INFORMATION OWNER, USER SUPERVISOR OR GOVERNMENT SPONSOR (If an individual is a contractor - provide company name, contract number, and date of contract expiration in Block 14a).

 12. TYPE OF ACCESS REQUIRED: 

12a. If Block 12 is checked "Privileged", user must sign a Privileged Access Agreement Form.

 13.  USER REQUIRES ACCESS TO:                       

 14.  VERIFICATION OF NEED TO KNOW: 

 22. USER AGREEMENT - STANDARD MANDATORY NOTICE AND CONSENT PROVISION: 

By signing this document, you acknowledge and consent that when you access Department of Defense (DoD) information systems:

- You are accessing a U.S. Government (USG) information system (IS) (which includes any device attached to this information system) that is provided for U.S. Government-authorized use only.

- You consent to the following conditions:

○  The U.S. Government routinely intercepts and monitors communications on this information system for purposes including, but not limited to, penetration testing, communications security, (COMSEC) monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE) and counterintelligence  (CI) investigations.

○  At any time, the U.S. Government may inspect and seize data stored on this information system.

○  Communications using, or data stored on, this information system are not private, are subject to routine monitoring, interception  and search, and may be disclosed or used for any U.S. Government-authorized purpose.

○  This information system includes security measures (e.g., authentication and access controls) to protect U.S. Government interests--not for your personal benefit or privacy.

○  Notwithstanding the above, using an information system does not constitute consent to personnel misconduct, law enforcement, or  counterintelligence investigative searching or monitoring of the content of privileged communications or data (including work product) that are related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Under these circumstances, such communications and work product are private and confidential, as further explained below:

-  Nothing in this User Agreement shall be interpreted to limit the user's consent to, or in any other way restrict or affect, any U.S. Government actions for purposes of network administration, operation, protection, or defense, or for communications security. This includes all communications and data on an information system, regardless of any applicable privilege or confidentiality.

-  The user consents to interception/capture and seizure of ALL communications and data for any authorized purpose (including personnel misconduct, law enforcement, or counterintelligence investigation).  However, consent to interception/capture or seizure of communications and data is not consent to the use of privileged  communications or data for personnel misconduct, law enforcement, or counterintelligence investigation against any party  and does not negate any applicable privilege or confidentiality that otherwise applies.

-  Whether any particular communication or data qualifies for the protection of a privilege, or is covered by a duty of confidentiality, is determined in accordance with established legal standards and DoD policy. Users are strongly encouraged to seek personal legal counsel on such matters prior to using an information system if the user intends to rely on the protections of a privilege or confidentiality.

-  Users should take reasonable steps to identify such communications or data that the user asserts are protected by any such privilege or confidentiality. However, the user's identification or assertion of a privilege or confidentiality is not sufficient to create such protection where none exists under established legal standards and DoD policy.

-  A user's failure to take reasonable steps to identify such communications or data as privileged or confidential does not waive the privilege or confidentiality if such protections otherwise exist under established legal standards and DoD policy. However, in such cases the U.S. Government is authorized to take reasonable actions to identify such communication or data as being subject to a privilege or confidentiality, and such actions do not negate any applicable privilege or confidentiality.

-  These conditions preserve the confidentiality of the communication or data, and the legal protections regarding the use and disclosure of privileged information, and thus such communications and data are private and confidential. Further, the U.S. Government shall take all reasonable measures to protect the content of captured/seized privileged communications and data  to ensure they are appropriately protected.

○  In cases when the user has consented to content searching or monitoring of communications or data for personnel misconduct, law enforcement, or counterintelligence investigative searching, (i.e., for all communications and data other than privileged communications or data that are related to personal representation or services by attorneys, psychotherapists,  or clergy, and their assistants), the U.S. Government may, solely at its discretion and in accordance with DoD policy, elect to apply a  privilege or other restriction on the U.S. Government's otherwise-authorized use or disclosure of such information.  

○  All of the above conditions apply regardless of whether the access or use of an information system includes the display of a Notice and Consent Banner ("banner"). When a banner is used, the banner functions to remind the user of the conditions that are set forth in this User Agreement, regardless of whether the banner describes these conditions in full detail or provides a summary of such conditions, and regardless of whether the banner expressly references this User Agreement.  

USER RESPONSIBILITIES:I understand that to ensure the confidentiality, integrity, availability, and security of Navy Information Technology (IT) resources and information, when using those resources, I shall:- Safeguard information and information systems from unauthorized or inadvertent modification, disclosure, destruction, or misuse.- Protect Controlled Unclassified Information (CUI), to include Personally Identifiable Information (PII), and classified information to prevent unauthorized access, compromise, tampering, or exploitation of the information.- Protect authenticators (e.g., Password and Personal Identification Numbers (PIN)) required for logon authentication at the same classification as the highest classification of the information accessed.- Protect authentication tokens (e.g., Common Access Card (CAC), Alternate Logon Token (ALT), Personal Identity Verification (PIV), National Security Systems (NSS) tokens, etc.) at all times. Authentication tokens shall not be left unattended at any time unless properly secured.- Virus-check all information, programs, and other files prior to uploading onto any Navy IT resource.- Report all security incidents including PII breaches immediately in accordance with applicable procedures.- Access only that data, control information, software, hardware, and firmware for which I am authorized access by the cognizant Department of the Navy (DON) Commanding Officer, and have a need-to-know, have the appropriate security clearance. Assume only those roles and privileges for which I am authorized.- Observe all policies and procedures governing the secure operation and authorized use of a Navy information system.

- Digitally sign and encrypt e-mail in accordance with current policies.

- Employ sound operations security measures in accordance with DOD, DON, service and command directives.

(Block 22 Cont)I further understand that, when using Navy IT resources, I shall not:- Auto-forward any e-mail from a Navy account to commercial e-mail account (e.g, .com).- Bypass, stress, or test IA or Computer Network Defense (CND) mechanisms (e.g., Firewalls, Content Filters, Proxy Servers, Anti-Virus Programs).- Introduce or use unauthorized software, firmware, or hardware on any Navy IT resource.- Relocate or change equipment or the network connectivity of equipment without authorization from the Local IA Authority (i.e., person responsible for the overall implementation of IA at the command level).- Use personally owned hardware, software, shareware, or public domain software without written authorization from the Local IA Authority.- Upload/download executable files (e.g., exe, .com, .vbs, or .bat) onto Navy IT resources without the written approval of the Local IA Authority.- Participate in or contribute to any activity resulting in a disruption or denial of service.- Write, code, compile, store, transmit, transfer, or Introduce malicious software, programs, or code.- Use Navy IT resources in a way that would reflect adversely on the Navy. Such uses include pornography, chain letters, unofficial advertising, soliciting or selling except on authorized bulletin boards established for such use, violation of statute or regulation, inappropriately handled classified information and PII, and other uses that are incompatible with public service.- Place data onto Navy IT resources possessing insufficient security controls to protect that data at the required classification (e.g., Secret onto Unclassified).

PART III - SECURITY MANAGER VALIDATES THE BACKGROUND INVESTIGATION OR CLEARANCE INFORMATION 

 26c.  IT LEVEL DESIGNATION 

PART IV - COMPLETION BY AUTHORIZED STAFF PREPARING ACCOUNT INFORMATION 

INSTRUCTIONS 

A. PART I: The following information is provided by the user when establishing or modifying their USER IDENTIFICATION (ID). 

 

    (1) Name. The last name, first name, and middle initial of the user. 

    (2) Organization. The user's current organization (i.e., USS xx, DoD,and government agency or commercial firm). 

    (3) Office Symbol/Department. The office symbol within the current organization (i.e., SDI). 

    (4) Telephone Number/DSN. The Defense Switching Network (DSN)and commercial phone number of the user. 

    (5) Official E-mail Address. The user's official e-mail address. 

    (6) Job Title/Grade/Rank. The civilian job title (i.e., Systems Analyst YA-02, military rank (CAPT, United States Navy) or "CONT" if user is a contractor. 

    (7) Official Mailing Address. The user's official mailing address. 

    (8) Citizenship (United States (US), Foreign National (FN), Local National (LN), or Other), Identify appropriate citizenship in accordance with (IAW) SECNAV M-5510.30. 

    (9) Designation of Person (Military, Civilian, Contractor). 

  (10) IA Training and Awareness Certification Requirements. User must indicate if he/she has completed the Annual Information Awareness Training and the date of completion.

 

B. PART II: The information below requires the endorsement from the user's Supervisor or the Government Sponsor. 

 

  (11) Justification for Access. A brief statement is required to justify establishment of an initial USER ID. Provide appropriate information  if the USER ID or access to the current USER ID is modified. 

  (12) Type of Access Required: Place an "X" in the appropriate box.(Authorized - Individual with normal access. Privileged - Those with privilege to amend or change system configuration, parameters or settings.) 

 (12a) If Block 12 is Privileged, user must sign a Privilege Access Agreement form.  Enter date of when Privilege Access Agreement (PAA) form was signed. Users can obtain a PAA form from the Information Assurance Manager (IAM) or Appointee.

  (13) User Requires Access To. Place an "X" in the appropriate box. Specify category. 

  (14) Verification of Need to Know. To verify that the user requires access as requested. 

(14a) Expiration Date for Access. The user must specify expiration date if less than 1 year. 

  (15) Supervisor's Name (Print Name). The supervisor or representative prints his/her name to indicate that the above information has been verified and that access is required. 

(15a) Supervisor's Signature. Supervisor's signature is required by the endorser or his/her representative. 

(15b) Date. Date supervisor signs the form. 

  (16) Supervisor's Organization/Department. Supervisor's organization and department. 

(16a) Official E-mail Address. Supervisor's e-mail address. 

(16b) Phone Number. Supervisor's telephone number. 

  (17) Signature of Information Owner/OPR. Signature of the functional appointee responsible for approving access to the system being requested. 

(17a) Phone Number. Functional appointee telephone number. 

(17b) Date. The date the functional appointee signs the OPNAV 5239/14. 

  (18) Signature of Information Assurance Manager (IAM) or Appointee. Signature of the IAM or Appointee of the office responsible for approving access to the system being requested. 

  (19) Organization/Department. IAM's organization and department. 

  (20) Phone Number. IAM's telephone number. 

  (21) Date. The date the IAM signs the OPNAV 5239/14 form.

  (22) Standard Mandatory Notice and Consent Provision and User     Responsibilities. These items are in accordance with DoD Memo dtd May 9, 2008 (Policy on Use of DoD Information Systems - Standard Consent Banner and User Agreement) and DON CIO message Responsible and Effective Use of Dept of Navy Information Technology Resources" DTG 161108Z JUL 05. 

  (23) Name. The last name, first name, and middle initial of the user. 

  (24) User Signature. User must sign the OPNAV 5239/14 with the understanding that they are responsible and accountable for their password and access to the system(s).  User shall digitally sign form. Pen and ink signature is acceptable for users that do not have a Common Access Card (CAC) or the ability to digitally sign the form.  

  (25) Date. Date signed.

 

C. PART III: Certification of Background Investigation or Clearance.

 

  (26) Type of Investigation. The user's last type of background investigation (i.e., National Agency Check (NAC), National Agency Check with Inquiries (NACI), or Single Scope Background Investigation (SSBI)). 

(26a) Date of Investigation. Date of last investigation. 

(26b) Clearance Level. The user's current security clearance level (Secret or Top Secret). 

(26c) Identify the user's IT designation level. If Block 12 is designated as "Authorized" then IT Level Designation is "Level III". If Block 12 is designated as "Privileged" then IT Level Designation is "Level I or II" based on SECNAV M-5510.30 dtd June 2006.

  (27) Verified By. The Security Manager or representative prints his/her name to indicate that the above clearance and investigation information has been verified. 

  (28) Security Manager Telephone Number. The telephone number of the Security Manager or his/her representative. 

  (29) Security Manager Signature. The Security Manager or his/her representative indicates that the above clearance and investigation information has been verified. 

  (30) Date. The date that the form was signed by the Security Manager or his/her representative. 

 

D. PART IV: This information is site specific and can be customized by either the functional activity or the customer with approval from OPNAV. This information will specifically identify the access required by the user. 

 

(31 - 33b). Fill in appropriate information.

 

E. DISPOSITION OF FORM: 

 

TRANSMISSION: Form may be electronically transmitted, faxed or mailed. If the completed form is transmitted electronically, the e-mail must be digitally signed and encrypted. 

 

FILING: Form is purposed to use digital signatures. Digitally signed forms must be stored electronically to retain non-repudiation of electronic signature. If pen and ink signature must be applied, original signed form must be retained. Retention of this form shall be IAW SECNAV Manual M-5210.1, Records Management Manual. Form may be maintained by the Navy, the user's IAM, and/or Security Manager. Completed forms contain Personal Identifiable Information (PII) and must be protected as such.
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