
SPHQ LAN/E-MAIL ACCOUNT REQUIREMENTS – ON-SITE SPHQ USERS AND CONTRACTORS – 11/9/2011 

SPHQ LAN/E-mail Account Requirements – On-Site SPHQ Users and Contractors 
 
In order to establish an SPHQ LAN/E-mail account, you will need to complete the following requirements below.   
 
NOTE: This includes contractors who have a requirement to login to a computer on-site, but are not permanently seated at SPHQ. 
 
  1.  Verify that the MIS Help Desk has received proper notification for account creation. 
 

- Notification from HR (SP14) that a new user is coming on-board. 
- A digitally signed e-mail from the user’s SSP Supervisor / SSP Government Sponsor requesting the creation of the user’s 

account, appropriate accesses, and IT equipment needs. 
 
  2.  Completed and signed SPHQ MIS Help Desk Check-In Form (Attached)  
 
  3.  SAAR-N Form (Attached) 
  

Part I: User Information 
(Blocks 1 – 10) User completes this section 
 
Part II: SSP Supervisor / SSP Government Sponsor Information  
(Block 14a) If an on-site contractor, this block is required. 
(Blocks 15 – 16b)  SSP Supervisor/ SSP Government Sponsor will complete these blocks.   
(Blocks 17 – 21)  SP164 will complete these blocks. 
(Blocks 23 - 25) User will complete these blocks. 
 
Part III: Security/Clearance Information  
(Blocks 26 – 30) For SPHQ Military/Government employees and On-Site Contractors, see SSP Security.  For Contractors, if 
SSP Security does not have clearance on file then the local security office at the user’s agency (BAE, Lockheed Martin, etc) 
completes this section. 

 
  4.  IT Training: http://iase.disa.mil/eta/ (Upon completion, print 2 copies of each certificate - one to keep for your records) 
  

DoD Information Assurance Awareness (IA) 
 Phishing Awareness 
 Personally Identifiable Information (PII) 
 Personal Electronic Devices / Removable Storage Media (PED) 
 
Optional Accounts: (Instructions and required forms attached) 
 
  SSP VPN/Broadband Access 
       
      In order to access the SSP Network remotely via a high-speed internet connection, RAS Token, and SSP Asset, users will need: 
 

- Completed SSP VPN/Broadband training 
- Completed and signed “SSP Broadband and Wireless Access Service End User Agreement” 

 
  SIPRNET Account 
       
       To establish a SIRPNET Account, the following is required: 
 

- Completed NATO Certification Form submitted to SSP Security 
- Completed NATO Contractor Verification Form submitted to SSP Security (Contractors only) 
- An email from SSP Supervisor / SSP Government Sponsor requesting SIPRNET Account for Contractor sent to the Help 

Desk (Contractors only). 
- An email from SSP Security confirming completion sent to the Help Desk.   

 

NOTE: ALL REQUIREMENTS ARE NEEDED TO PREVENT DELAYS IN PROCESSING USER ACCOUNT.  IF THERE ARE ANY 
QUESTIONS, PLEASE CONTACT THE MIS HELP DESK AT 202-433-8777 OR HELPDESK@SSP.NAVY.MIL 

http://iase.disa.mil/eta/�


SPHQ MIS Help Desk – Check-In Form       

SPHQ MIS HELP DESK – CHECK-IN FORM - 11/1/2011 

SPHQ MIS HELP DESK USE ONLY      
Forms Completed:  SAAR-N Form   IT Training     
Change Request Entered into HEAT:   _________________ 
User In-Processed by:  _____________________________ 

DATE:  _________________________________ 
 
NAME:  ___________________________________________ RANK (Military Only):  _________   SP CODE:  ____________________ 
 
ON-BOARD DATE:  ______________________________        MILITARY   GOVERNMENT CIVILIAN            CONTRACTOR   

 
IF CONTRACTOR, COMPANY:  _________________________________   SUPPORTING SP BRANCH:  ____________________ 

 
CHECK-IN’S LOCATION/CUBE:  __________________________ CHECK-IN’S PHONE:  ________________________________________ 
 
Is there IT Equipment already set up at the location:   DESKTOP   LAPTOP/DOCKING STATION         MONITOR          NONE 
 
SSP SUPERVISOR / GOVERNMENT SPONSOR:  _______________________________________ PHONE:  _____________________ 
 
IT EQUIPMENT INFORMATION 
What IT Equipment will the user need:
 DESKTOP PC  
 LAPTOP 
 GUEST PC / SHARE PC 

 US BLACKBERRY (DATA ONLY) 
 US BLACKBERRY (PHONE AND DATA) 
 

 UK BLACKBERRY (DATA ONLY)  
 UK BLACKBERRY (PHONE AND DATA) 
 

 RAS TOKEN

 
APPLICATIONS AND SERVICES INFORMATION 
What Applications and/or Services will the user need: (Check all that apply) 
 LIVELINK 
 I-DRIVE 
 CATS 
 SMARTS  
 REMIS 
 

 SWSNET REPOSITORY 
 SIPRNET*(See Notes) 
 SIPRNET LIVELINK  
 SEAS 
 NCAP 
 

 E2E   
 MS PROJECT 
 MS VISIO 
 NAVFIT 
 CMP

ANY ADDITIONAL REQUIREMENTS NOT LISTED ABOVE (PLEASE SPECIFY):   
 
____________________________________________________________________________________________________________ 
 
____________________________________________________________________________________________________________ 
 
NOTES 

• ALL FIELDS ARE REQUIRED TO AVOID DELAYS IN PROCESSING USER ACCOUNT 
• User Accounts cannot be released to the user unless all SPHQ LAN/E-mail Account requirements are completed. 
• VPN access requires SSP VPN/Broadband Training, RAS Token, and a signed Broadband User Agreement (included in this 

packet and available at the MIS Help Desk). 
• SIPRNET Accounts require a NATO Briefing, a completed NATO Certification Form, completed NATO Contractor Verification 

Form (Contractors Only), and an email from SSP Security confirming completion sent to the Help Desk.  If a Contractor, an 
email from the SSP Government Sponsor requesting account is also required.   All forms are included in this packet and 
available at SSP Security. 

 
I CONCUR WITH THIS REQUEST... 
 
__________________________________________________________ ___________________________________________ 
SSP SUPERVISOR/GOVERNMENT SPONSOR SIGNATURE AND SP CODE DATE 
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Instructions for Completing SAAR-N Form for Internal SSP 
Users and On-Site Contractors 

 
Overview 
 
These instructions are to be used with the applicable System Authorization Access Request Navy (SAAR-
N) provided by the SSP Helpdesk.   Failure to successfully complete the SAAR-N form per these 
instructions will result in account creation delays. 
 
Instructions 
 

1. Read the Privacy Act Statement section in its entirety.    

2. Enter the USER ID.  The USER ID is your SP Code.  Enter the Date. 

3. Complete blocks 1 through 10. 

4. Complete the four required IT training modules below located at http://iase.disa.mil/eta   
 

DoD Information Assurance Awareness (IA) 
Phishing Awareness 
Personally Identifiable Information (PII) 
Personal Electronic Devices / Removable Storage Media (PED) 

 
 Upon completing each module, print out the certificate and maintain a copy for your records.  
Ensure that block 10 is completed once IA Training is complete.  Attach the completed certificates 
to the SAAR-N Form. 
 

5. If an onsite contractor, complete block 14a. 

6. Request your command supervisor complete blocks 15 through 16b.  (NOTE:  For onsite 
contractors, your SSP Government Sponsor will complete and sign these blocks.)  Ensure that a 
Supervisor or Sponsor signature is in place in block 16a. 
 

7. SP164 will complete blocks 17 through 17b 

8. The local IAM/IAO or appointee (SP164) will complete blocks 18 through 21. 

9.  Read over the User Agreement and ensure that your signature is in place in block 24. 
 

10. Request the local SSP Security Manager complete blocks 26 through 30.  Ensure that the Security 
Manager signature is in place in block 29.  For Contractors, if SSP Security does not have 
clearance information on file, local security office at user’s company/agency may need to 
complete this section. 
 

11. Before submitting the SAAR-N Form to the Help Desk, ensure that signatures are in place where 
required in Part II (Blocks 16a and 24) and Part III (Block 29). 



PLEASE SEE ATTACHMENT LOCATED INSIDE THIS PDF FILE FOR 
FILLABLE SAAR-N FORM.  ATTACHMENT WILL APPEAR IN THE 
ATTACHMENT LIST BELOW THE DOCUMENT.  IF YOU DO NOT 
SEE THE ATTACHMENT LIST, CLICK ON THE PAPERCLIP ICON 
LOCATED ON THE BOTTOM LEFT OF THE ADOBE ACROBAT 
WINDOW.  DOUBLE CLICK ON THE ATTACHMENT.  SAAR-N 
FORM WILL OPEN IN A NEW WINDOW.  SAVE COMPLETED 
SAAR-N FORM AND SEND WITH COMPLETED PACKET.  

SEE FIGURE BELOW.   

 



SSP VPN/BROADBAND TRAINING (OPTIONAL) 

VPN Broadband Training Instructions 
 

“SSP Broadband and Wireless Access Service End User Agreement” 



SSP VPN/BROADBAND TRAINING INSTRUCTIONS 

In order to access the SSP Network remotely via a High Speed connection, you will need to 
complete SSP VPN/Broadband Training, sign the “SSP Broadband and Wireless Access Service 
End User Agreement”, and also have an RSA Token.  Please follow the steps below to access the 
training.  When complete, fill out the attached “SSP Broadband and Wireless Access Service End 
User Agreement” and submit it to the SPHQ MIS Help Desk.  If you have any questions, please 
contact the SPHQ MIS Help Desk at 202-433-8777 or email helpdesk@ssp.navy.mil. 

The training is located on the SSP Homepage under “Important Links under SPWEB”.  Look for: 

• SSP Broadband Service Implementation Presentation  

o SSP Broadband Service Implementation Presentation Document  

o SSP Broadband Service Implementation Video Presentation  

There will be 2 links, open both links as one contains a Video and the other contains a PowerPoint 

Presentation that goes with the video. 

  

   

mailto:helpdesk@ssp.navy.mil�
https://spweb.sphq.ssp.navy.mil/unsecure/documents/SSP%20Broadband%20Service%20Implementation%20Presentaion.pdf�
https://spweb.sphq.ssp.navy.mil/unsecure/broadband_presentation.jsp�
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UNCLASSIFIED / FOR OFFICIAL USE ONLY 

 
SSP BROADBAND AND WIRELESS ACCESS SERVICE  

END USER AGREEMENT   
NOTE: This information may be used to contact a SSP BROADBAND AND WIRELESS ACCESS SERVICE user in the event of a security 
incident or an emergency.  

 
PRIVACY ACT STATEMENT 

  
AUTHORITY: 5 U.S.C. 301; 10 U.S.C. 131. PRINCIPAL PURPOSE(S): Identifies the user of an SSP laptop as receiving usage and security 
awareness training governing use of the device and agreeing to use the device in accordance with security and wireless policies. The 
information is used for inventory control of the device and to verify compliance with DoD requirements regarding accountability of information 
processing systems, and provides emergency contact information on the user in the event that the device becomes lost, stolen, otherwise 
compromised, or requires a reconfiguration due to security policy changes. ROUTINE USE(S): None. DISCLOSURE: Voluntary; however, 
failure to provide the requested information will result in denial of issuance of a SSP laptop for broadband and wireless service.  

 
PART I - PERSONAL INFORMATION 

 
1. LAST NAME: 
      

2. FIRST NAME:  
      

3. MIDDLE INITIAL:  
      

4. ORGANIZATION:  
      

5. BUILDING:  
      

6. ROOM NUMBER:  
      

7. BUSINESS TELEPHONE NUMBER:  
      

8. ALTERNATE TELEPHONE NUMBER:  
      

9. SSP CODE:  
      

10. E-MAIL ADDRESS:       
 

PART II -  SSP BROADBAND AND WIRELESS ACCESS SERVICE INFORMATION 
  

11. The following preventive measures are requirements to ensure that use of the SSP BROADBAND AND WIRELESS ACCESS SERVICE 
does not result in the release of DoD information to unauthorized persons.  
DoD CIO Memorandum, “Policy on Use of Department of Defense (DoD) Information Systems Standard Consent Banner and User 
Agreement,” 9 May 2008 Requirements: 
 
By signing this document, you acknowledge and consent that when you access 
Department of Defense (DoD) information systems: 

− You are accessing a U.S. Government (USG) information system (IS) (which includes any device attached to this information 
system) that is provided for U.S. Government authorized use only. 

− You consent to the following conditions: 
o The U.S. Government routinely intercepts and monitors communications on this information system for purposes including, but 

not limited to, penetration testing, communications security (COMSEC) monitoring, network operations and defense, personnel 
misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigations. 

o At any time, the U.S. Government may inspect and seize data stored on this information system. 
o Communications using, or data stored on, this information system are not private, are subject to routine monitoring, 

interception, and search, and may be disclosed or used for any U.S. Government-authorized purpose. 
o This information system includes security measures (e.g., authentication and access controls) to protect U.S. Government 

interests--not for your personal benefit or privacy. 
o Notwithstanding the above, using an information system does not constitute consent to personnel misconduct, law 

enforcement, or counterintelligence investigative searching or monitoring of the content of privileged communications or data 
(including work product) that are related to personal representation or services by attorneys, psychotherapists, or clergy, and 
their assistants. Under these circumstances, such communications and work product are private and confidential, as further 
explained below: 
 Nothing in this User Agreement shall be interpreted to limit the user's consent to, or in any other way restrict or affect, any 

U.S. Government actions for purposes of network administration, operation, protection, or defense, or for communications 
security. This includes all communications and data on an information system, regardless of any applicable privilege or 
confidentiality. 

 The user consents to interception/capture and seizure of ALL communications and data for any authorized purpose 
(including personnel misconduct, law enforcement, or counterintelligence investigation). However, consent to 
interception/capture or seizure of communications and data is not consent to the use of privileged communications or data 
for personnel misconduct, law enforcement, or counterintelligence investigation against any party and does not negate any 
applicable privilege or confidentiality that otherwise applies. 

 Whether any particular communication or data qualifies for the protection of a privilege, or is covered by a duty of 
confidentiality, is determined in accordance with established legal standards and DoD policy. Users are strongly 
encouraged to seek personal legal counsel on such matters prior to using an information system if the user intends to rely 
on the protections of a privilege or confidentiality. 

 
 Users should take reasonable steps to identify such communications or data that the user asserts are protected by any 
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such privilege or confidentiality. However, the user's identification or assertion of a privilege or confidentiality is not 
sufficient to create such protection where none exists under established legal standards and DoD policy. 

 A user's failure to take reasonable steps to identify such communications or data as privileged or confidential does not 
waive the privilege or confidentiality if such protections otherwise exist under established legal standards and DoD policy. 
However, in such cases the U.S. Government is authorized to take reasonable actions to identify such communication or 
data as being subject to a privilege or confidentiality, and such actions do not negate any applicable privilege or 
confidentiality. 

 These conditions preserve the confidentiality of the communication or data, and the legal protections regarding the use and 
disclosure of privileged information, and thus such communications and data are private and confidential. Further, the U.S. 
Government shall take all reasonable measures to protect the content of captured/seized privileged communications and 
data to ensure they are appropriately protected. 

o In cases when the user has consented to content searching or monitoring of communications or data for personnel misconduct, 
law enforcement, or counterintelligence investigative searching, (i.e., for all communications and data other than privileged 
communications or data that are related to personal representation or services by attorneys, psychotherapists, or clergy, and 
their assistants), the U.S. Government may, solely at its discretion and in accordance with DoD policy, elect to apply a privilege 
or other restriction on the U.S. Government's otherwise-authorized use or disclosure of such information. 

o All of the above conditions apply regardless of whether the access or use of an information system includes the display of a 
Notice and Consent Banner ("banner"). When a banner is used, the banner functions to remind the user of the conditions that 
are set forth in this User Agreement, regardless of whether the banner describes these conditions in full detail or provide a 
summary of such conditions, and regardless of whether the banner expressly references this User Agreement. 

 
USER RESPONSIBILITIES 
 This agreement pertains to SSP laptops issued either permanently or temporarily (excluding classified laptops). 
  A signed System Authorization Access Request Navy (SAAR-N) is on file with the local SSP Helpdesk. 
 All SSP laptop configurations will be managed and controlled by SP164 and users shall only have user rights on the laptop; administrator 

rights for users will not be allowed. 
 All SSP laptops shall have the following software installed, at a minimum:   

o McAfee Personal Firewall and Anti-virus installed and configured per SP164 policy. No exceptions. 
o Citrix Endpoint Analysis scanning agent 
o Citrix Secure Client 
o The latest SSP approved Microsoft OS and patches 
o DoD approved hard drive encryption software 

 Users shall not install any unauthorized software or hardware, or introduce any unauthorized code, Trojan horse programs, malicious 
code, or viruses. 

 SSP laptop users are required to connect to the SSP broadband service prior to surfing the Internet for general purposes. This provides 
the user and their laptop the most protection against viruses, spy ware, and other malicious attacks while using the Internet. Internet 
usage is subject to the restrictions set forth in SSPINST 5230.6. Violators of this policy are subject to loss of SSP Broadband access 
service privileges. SP164 will conduct auditing to ensure user compliance. 

 SSP laptop users wishing to connect to the SSP Broadband access service via business partner networks can do so at the discretion of 
the respective business partner.  SSP laptop users who wish to connect to the SSP Broadband access service via their home network 
should contact the SSP Help Desk for additional guidance. 

 Users shall safeguard SSP’s electronic data from unintentional exposure to the public in accordance with SSPINSTs 5230.8 and 
5230.11; safeguard their laptop when in transit and not leave unattended; and should appropriately store when not in use.  

 Government owned hardware and software is used for official duties only.  Only authorized individuals shall use SSP laptops. 
 Notify local SSP Helpdesk immediately if SSP laptop has been lost or stolen. 

 
 INCIDENT REPORTING 
 I will immediately report any indication of computer network intrusion, degradation or interruption of broadband access service, or 

compromise of data or file access controls to a SSP Helpdesk. 
  

By signing this user agreement, I am acknowledging that I accept and will abide by all the terms and conditions described above. 
 
FOR REPORTING PROBLEMS OR TO ASK QUESTIONS, CONTACT A SSP HELPDESK OR INFORMATION SECURITY MANAGER (IAM) 
 
12.  DEVICES(S) MAKE, MODEL, AND SERIAL NUMBER: 
      

A 
13. SIGNATURE 
      OF USER:       

 
14. DATE SIGNED 
      (YYYYMMDD):       

 
UNCLASSIFIED / FOR OFFICIAL USE ONLY   

SD FORM 815, AUG 2002 PREVIOUS EDITION IS OBSOLETE 



SIPRNET ACCOUNT (OPTIONAL) 
 

SIPRNET Account Requirements and Instructions 
 

NATO Briefing 
 

NATO Certification Form 
 

NATO Contractor Verification Form (Contractors Only) 



SPHQ SIPRNET ACCOUNT REQUIREMENTS 

In order to establish an SPHQ SIPRNET Account, you will need to complete the following 
requirements: 

 
  1.  Completed SAAR-N Form and IT Training Certificates on file with the SPHQ MIS Help                
Desk. 

  2.  Read over NATO Briefing and submit signed NATO Certification form to SSP Security 
(Attached) 
 
  3.  For Contractors, in addition to the above requirements, also need: 
  

 a.  Completed NATO Contractor Verification Form submitted to SSP Security   
(Attached) 
 
 b.  E-Mail from SSP Government Sponsor requesting SIPRNET Account sent to the  
SPHQ MIS Help Desk to include:  

User’s Name  
SP Code or Contractor Agency Name and Supporting Branch  
E-Mail Address  
Phone Number 

 
 
  4.  A digitally signed e-mail from SSP Security confirming completion of NATO Briefing and 
approval to establish SIPRNET Account. 
 
Completed forms need to be submitted to SSP Security. If you have any questions, please contact 
the MIS Help Desk at 202-433-8777 or email helpdesk@ssp.navy.mil. 
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NATO/ATOMAL SECURITY BRIEFING 

 
INTRODUCTION 

You may at time require access to NATO classified information in pursuance of your current 
duties.  The security standards and procedures for handling and protecting NATO information 
are in some cases different than those for U.S. information.  This briefing explains the basic 
security standards and procedures for safeguarding NATO information.  
 

WHAT IS NATO? 
 
NATO is an acronym for the North Atlantic Treaty Organization.  Member nations have signed 
the North Atlantic Treaty and the NATO Security Agreement, which obligate them to comply 
with NATO rules.  The following nations* are members of NATO:     
   
Belgium Hungary Portugal Turkey Bulgaria, Slovenia 
Canada Italy Spain Norway Estonia  
Czech 
Republic  Luxembourg United Kingdom  Iceland Latvia  

Germany  Netherlands United States France Lithuania  
Greece Poland Denmark Romania Slovakia  
 
The Secretary of Defense is the United States National Security Authority for NATO.  As such, 
he is responsible for ensuring that NATO security requirements are implemented throughout the 
Executive Branch of the United States Government. 
 

WHAT IS NATO INFORMATION? 
 
NATO information is information that has been generated by or for NATO, or member nation 
national information that has been released into the NATO security system.  The protection of 
this information is controlled under the NATO security regulations, and access within NATO is 
determined by the holder, unless restrictions are specified by the originator at the time of release 
to NATO.   
 
Material received by an agency direct from another NATO member nation may contain either 
NATO information generated by a NATO element or national information generated by a NATO 
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member nation.  If it has been marked "NATO" by the originating nation, it must be assumed to 
contain information released to NATO,  and it is controlled under the NATO Security Program.  
If the material has a national classification marking and is not marked "NATO" by the originator, 
DO NOT apply a NATO marking unless you are informed in writing by the originator that the 
material is intended for NATO and is to be protected under the NATO Security Program.  
Moreover, the material or the information therein shall not be released into the NATO system 
without the prior written consent of the originator.   
 
"RELEASABLE TO NATO" statements on U.S. material indicate that the information contained 
therein has been authorized under applicable disclosure policies for release to NATO and may be 
discussed within the NATO community.  ONLY the copies that are being released to NATO 
shall be marked with a NATO marking.  They are to be dispatched and controlled in the NATO 
registry system or in accordance with guidance provided by the supporting sub registry or control 
point.  The remaining copies shall continue to be controlled as U.S. information.  There must be 
a record, however, that the information has been authorized for release to NATO. 
 

CLASSIFICATION MARKINGS AND 
CATEGORIES OF NATO INFORMATION 

 
NATO has four levels of classified information:  COSMIC TOP SECRET, NATO SECRET, 
NATO CONFIDENTIAL, and NATO RESTRICTED.  Certain NATO information is further 
categorized as ATOMAL information.  NATO also distinguishes official, unclassified 
information.  The markings and categories of NATO information are described below. 
 
COSMIC TOP SECRET (CTS) - This security classification is applied to information the 
unauthorized disclosure of which would cause exceptionally grave damage to NATO.  (NOTE: 
The marking "COSMIC" is applied to TOP SECRET material to signify that it is the property of 
NATO.  The term "NATO TOP SECRET" is not used.)   
 
NATO SECRET (NS) - This security classification is applied to information the unauthorized 
disclosure of which would cause serious damage to NATO. 
 
NATO CONFIDENTIAL (NC) - This security classification is applied to information the 
unauthorized disclosure of which would be damaging to the interests of NATO. 
 



STRATEGIC SYSTEMS PROGRAMS 
 

 

NATO RESTRICTED (NR) - This security classification is applied to information the 
unauthorized disclosure of which would be disadvantageous to the interests of NATO.  (NOTE:  
Although the security safeguards for NATO RESTRICTED material are similar to those of FOR 
OFFICIAL USE ONLY, OFFICIAL USE ONLY, or SENSITIVE, BUT UNCLASSIFIED 
information, "NATO RESTRICTED" is a security classification.) 
 
ATOMAL -  ATOMAL information can be either U.S. Restricted Data or Formerly Restricted 
Data that is classified pursuant to the Atomic Energy Act of 1954, as amended, or United 
Kingdom ATOMIC information that has been officially released to NATO.  ATOMAL 
information is marked either COSMIC TOP SECRET ATOMAL (CTSA), NATO SECRET 
ATOMAL (NSA), or NATO CONFIDENTIAL ATOMAL (NCA).  
 
NATO UNCLASSIFIED (NU) - This marking is applied to official information that is the 
property of NATO, but does not meet the criteria for classification.  Access to the information by 
non-NATO entities is permitted when such access would not be detrimental to NATO.  In this 
regard, it is similar to U.S. Government official information that must be reviewed prior to public 
release.  
 
(As of mid-2002, NATO has required its classified information to be portion-marked, i.e. with a 
classification marking applied to each paragraph heading, etc.) 
 

ACCESS AUTHORIZATION 
 
NATO Classified Information.  Your security official will inform you of your level of access to 
NATO classified material and whether you are authorized access to ATOMAL information (see 
below).  Additionally, your agency should maintain a list indicating the levels of access for each 
assigned individual who is authorized access to NATO information for you to verify NATO 
access authorizations for other employees.  As with U.S. information, access is NOT based on 
duty position, rank, or level of clearance.  Access is based on need-to-know, the proper level of 
U.S. clearance, and an access briefing for a specific level and type of NATO/ATOMAL 
information.  Remember, IT IS YOUR RESPONSIBILITY to ensure that an individual is 
authorized access to a particular type and level of classified NATO or/and ATOMAL 
information BEFORE you provide access.  This responsibility applies to all modes of 
transmission, e.g., oral, written, visual and electronic. If in doubt, seek assistance from your 
security officer or NATO sub-registry or control point. NATO information is provided to non-
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NATO nationals and entities only with the approval of the originator of the information. That 
approval is gained through the appropriate NATO committee. 
 
ATOMAL Information.  An employee of the Department of Defense or its contractors may be 
granted access to ATOMAL information only if the employee has a need-to-know to perform his 
or her job and has been appropriately cleared and briefed for access to Restricted Data.  An 
employee of NASA may be granted access to ATOMAL information concerning aeronautical 
and space activities, if the individual is cleared for access to Restricted Data.  All other 
individuals, and NASA employees requiring access to ATOMAL information other than that 
covering aeronautical and space matters, shall have a "Q" clearance issued by the Department of 
Energy.  Interim clearances shall not be accepted as the basis for access to ATOMAL 
information. 

THE REGISTRY SYSTEM 
 
A Central Registry has been established by each NATO member nation to ensure proper control 
and accountability of NATO classified documents.  The Central United States Registry (CUSR) 
is located in Arlington, Virginia.  As an official representative of the U.S. Security Authority for 
NATO, the CUSR oversees the administration of the U.S. registry system.  The CUSR 
establishes all U.S. sub-registries to execute the accountability and security management of 
NATO and ATOMAL material at various U.S. locations throughout the world.  Based on 
location and volume of material, control points may be established to assist in these operations. 

 
ACCOUNTING FOR NATO CLASSIFIED MATERIAL 

 
COSMIC TOP SECRET, NATO SECRET, and all ATOMAL.  Receipts and logs shall be 
maintained on the receipt, disposition, destruction, and dispatch of COSMIC TOP SECRET, 
NATO SECRET, and all ATOMAL material.  In addition, each individual is required to execute 
a disclosure record upon acquiring access to each item of CTS/CTSA material, or ATOMAL 
with special limitation restrictions. 
 
NATO CONFIDENTIAL and NATO RESTRICTED.  You are required to maintain 
administrative control of NATO CONFIDENTIAL and NATO RESTRICTED material adequate 
to preclude unauthorized access.  Specific accounting records are not necessary unless they are 
required by the originator. 
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MARKING AND ACCOUNTING FOR U.S. DOCUMENTS CONTAINING 
NATO CLASSIFIED INFORMATION 

 
A newly generated U.S. classified document that contains NATO classified information shall 
bear a U.S. classification marking that reflects the highest level of NATO or U.S. classified 
information it contains.  Declassification and downgrading instructions shall indicate that the 
NATO information is exempt from downgrading or declassification without the prior consent of 
NATO; the reason to be cited is ”foreign government information.”  The statement “THIS 
DOCUMENT CONTAINS NATO CLASSIFIED INFORMATION” will be affixed to the front 
cover or first page, if there is no cover.  Portions that contain NATO classified information shall 
be marked to identify the information (e.g., NS).  The document shall be accounted for, 
safeguarded and controlled as specified for NATO documents of the same classification. 
 
If a record is required for the NATO classification information, a U.S. document containing the 
NATO information will be logged, accounted for and handled in the same manner as required for 
the NATO information.  However, NATO reference numbers are not required.  A record shall be 
maintained of source NATO documents, as required for derivatively classified U.S. documents.  
Existing U.S. documents that do not meet this requirement shall be marked and handled 
according to these procedures when they are removed from the files for use.   
 
AIS storage media shall be handled as described in C-M(2002)49 and its Supporting Directives 
and in Section X of USSAN 1-69. 
 
 

SAFEGUARDING NATO MATERIAL 
 
General.  The physical security requirements for material marked NATO CONFIDENTIAL and 
above are the same as for U.S. material of the same level of classification.  NATO 
RESTRICTED material may be stored in a locked filing cabinet, book case, desk or other such 
container, or in a room or building that is locked during non-duty hours, provided access to the 
room or building is controlled so that only authorized personnel can gain access to the 
information.  All personnel with access to a security container that is used to store NATO 
information must be briefed and authorized access to the level and type of NATO information 
that is stored in that container. 
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Segregation.  You are required to ensure that NATO and non-NATO material are filed 
separately.  ATOMAL material must be filed separately from non-ATOMAL material.  This may 
be accomplished by using a separate security container or, to conserve storage space, by using 
separate drawers or file dividers in the same security container holding U.S. classified material.  
Additionally, you are required to segregate ATOMAL control records from non-ATOMAL 
control records. 
 
Combinations.  Combinations to security containers containing NATO classified material must 
be changed at least annually, upon departure of an individual with access to the combination, or 
if the combination has been or is suspected of having been compromised.     
 
Transmission.  The national or international transmission of CTS and CTSA material shall be 
through the registry system using a cleared government courier service; for example, diplomatic 
pouch or military courier service.  The national and international transmission of NS, NSA, NC, 
and NCA shall be by cleared courier, or by appropriately cleared and briefed employees who 
possess courier identification and authorization, or by U.S. registered mail using the same 
provisions as prescribed for U.S. classified material.  Receipts are required for CTS, NS and all 
ATOMAL material.  NC may also be sent by U.S. First Class mail between U.S. Government 
activities within the United States.  In urgent situations, the United States Postal Service Express 
Mail may be used to transmit material NS and below within the United States, its Territories, and 
the District of Columbia.  However, there are restrictions on the use of Express Mail; guidance 
should be sought from your security officer or subregistry or control point. NR material may be 
sent by U.S. First Class mail within the United States and to an APO/FPO or NATO address 
through the U.S. or NATO member nation postal service. 
 
Automated Information Systems (AIS).  Systems must be accredited specifically to handle 
NATO classified information. Organizations with AIS systems accredited for handling NATO 
classified information must issue instructions for processing, handling and accounting for NATO 
classified information. Be sure you receive a copy of those instructions and apply them. 
 
Destruction.  The destruction of CTS, CTSA, NS, NSA, and NCA material will be 
accomplished only by registry system personnel using a destruction certificate and a method 
approved for the destruction of U.S. material of the same level of classification.  NATO 
RESTRICTED and NATO CONFIDENTIAL shall be destroyed by any means authorized for 
U.S. CONFIDENTIAL material. 
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Reproduction.  COSMIC documents shall be reproduced by the Central US Registry and 
COSMIC Sub-registries which must report the number of copies made to the CUSR.  
Reproduction of ATOMAL (CTSA, NSA and NCA) shall be made only by the CUSR, 
ATOMAL Sub-registries and ATOMAL Control Points.  Reproduction of NATO Secret and 
below may be produced by the addressee under strict need-to-know principle and provided that 
the originator has not restricted reproduction.  Reproduced copies shall be accounted for and 
safeguarded in the same manner as the original. 
  

SECURITY VIOLATIONS AND POSSIBLE 
LOSS/COMPROMISE OF NATO CLASSIFIED MATERIAL 

 
General.  NATO guidelines are very similar to those used for U.S. material.  However, the 
servicing sub-registry or control point must be informed of the incident, in addition to the 
responsible security or counterintelligence officials.   
 
Procedures.  If you find NATO material unsecured and unattended, immediately contact your 
security officer or registry system official.  Stay with the material and wait for the security 
officer or registry official to arrive.  Do not disturb the area or material.   Do not allow anyone 
else to disturb the area or allow unauthorized personnel to have access to the material.  
If it is necessary that you leave the area before your security officer or registry system official 
can assume custody, place the material in a security container and lock the container.  If the 
container is already locked, and your are not authorized access, or there is no container, take the 
material directly to an appropriately cleared security or registry system official, explain the 
circumstances, and obtain a receipt for the material. 
 
Espionage, Sabotage, Terrorism, and Deliberate Compromise.  Information concerning a 
deliberate compromise of NATO/ATOMAL material, attempted or actual espionage directed 
against NATO/ATOMAL information, or actual or planned terrorist or sabotage activity against 
facilities or users of NATO classified material, shall be reported promptly to your security 
officer or to your agency's counterintelligence officer or the Federal Bureau of Investigation.  
The following are typical reportable situations: 
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 1.  Attempts by unauthorized persons to obtain classified information concerning NATO 
or U.S. facilities, activities, personnel, or material through questioning, elicitation, bribery, 
threats, or coercion, either by direct or indirect contacts or correspondence. 
 
 2.  Attempts by unauthorized persons to obtain classified information through 
photographing, wiretapping, eavesdropping, observation, or by any other means. 
 
 3.  Attempts by persons with known, suspected, or possible foreign intelligence 
backgrounds, associations, or activities to establish a friendship or a social or business 
relationship, or to place you under obligation through special treatment, favors, gifts, money, or 
other means. 
 
 4.  Information concerning terrorist plans and activities posing a direct threat to U.S. or 
NATO facilities, activities, personnel or material. 
 
 5.  Known or suspected acts or plots to harm or destroy U.S. or NATO property by 
sabotage. 
 
Anyone with access to NATO classified information could be a potential target.  If you become 
aware of activities such as those as described above, or someone approaches you directly to 
engage in such activities, remember the following: 
 
 1.  STAY CALM.  You are not at fault because they chose to target you. 
 
 2.  BE NONCOMMITTAL.  Be ambiguous as to whether or not you will provide them 
with material or information.  
 
 3.  REPORT IT PROMPTLY.  Even if it seems purely coincidental or insignificant, a 
small detail may be the key to identifying and countering espionage or sabotage or a terrorist act. 
Do not discuss the incident with friends, family, co-workers, etc., unless directed to by your 
security officer or counterintelligence representative. 
 
 4.  IT IS NEVER TOO LATE!  If you have provided material or information to an 
unauthorized recipient, REPORT IT. 
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FOREIGN TRAVEL 
 
Your personal travel will not be limited based solely on the fact that you have access to NATO 
classified information.  There are, however, risks involved in travel to certain countries.  Check 
with your security officer for advice and assistance.  If you choose to travel to high-risk 
countries, you are required to coordinate with your leave/travel order granting authority and 
security office and obtain a travel security briefing. Upon your return, you should report any 
incident that may have been an attempt to collect sensitive information. 
 

WHERE DO I GO FOR MORE HELP? 
 
If problems or specific questions arise concerning NATO classified information, your security 
officer and sub-registry/control point can assist you. Further information is also available to users 
in .mil and .gov domains on the Central U.S. Registry website.  

NIPRNET website is https://secureweb.hqda.pentagon.mil/cusr   

SIPRNET website is http://classweb.hqda-s.army.smil.mil/cusr.    

 

https://secureweb.hqda.pentagon.mil/cusr�




CONTRACTORS NATO ENDORSEMENT  
 
 

SECTION A –  GENERAL INFORMATION 
 
 
1. NAME (PRINTED):   _________________________________________________ 
 
 
2    SP CODE/ALPHA CODE: _____________________________________ 
 
 
3. COMPANY NAME: _________________________________________    
COMPANY ADDRESS: ________________________________________                    
                                     ________________________________________                        
                                     ________________________________________ 
 
 
4. DUTY PHONE #:  ________________________________________ 
5. EMAIL ADDRESS:  ________________________________________ 
 
 
 
SECTION B – SPONSOR APPROVAL 
 
 
1. APPLICANT’S SIGNATURE: __________________________________________ 
 
 
2.   I CERTIFY THAT THE ABOVE SIGNED CONTRACTOR REQUIRES THE NATO BRIEF TO 
FACILITATE ACCESS TO A SIPRNET ACCOUNT.   
 
 
3. SPONSOR’S NAME (PRINTED):  __________________________________ 
4. SPONSOR’S SP CODE:        ______________________________________ 
5. SPONSOR’S PHONE NUMBER: __________________________________ 
 
 
5. SPONSOR’S SIGNATURE: ___________________________________ 
6. DATE: __________________________________________ 
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SYSTEM AUTHORIZATION ACCESS REQUEST (SAAR)
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D:20080624093843- 04'00'

D:20080701161727- 04'00'

SYSTEM AUTHORIZATION ACCESS REQUEST NAVY (SAAR-N) 

PRIVACY ACT STATEMENT

AUTHORITY:  Executive Order 10450, Public Law 99-474, the Computer Fraud and Abuse Act; and System of Records Notice: NM0500-2 Program Management and Locator System.
PRINCIPAL PURPOSE:  To record user identification for the purpose of verifying the identities of individuals requesting access to Department of Defense (DOD) systems and information.
ROUNTINE USES: The collection of data is used by Navy Personnel Supervisors/Managers, Administration Office, Security Managers, Information Assurance Managers, and System Administration with a need to know.
DISCLOSURE:  Disclosure of this information is voluntary; however, failure to provide the requested information may impede, delay or prevent further processing of this request.

TYPE OF REQUEST: 

 PART I (To be completed by Requester)  

 4. PHONE (DSN and Commercial): 

 8. CITIZENSHIP: 

 9. DESIGNATION OF PERSON 

 10.  INFORMATION ASSURANCE (IA) AWARENESS TRAINING REQUIREMENTS (Complete as required for user or functional level access.):  

PART II - ENDORSEMENT OF ACCESS BY INFORMATION OWNER, USER SUPERVISOR OR GOVERNMENT SPONSOR (If an individual is a contractor - provide company name, contract number, and date of contract expiration in Block 14a).

 12. TYPE OF ACCESS REQUIRED: 

12a. If Block 12 is checked "Privileged", user must sign a Privileged Access Agreement Form.

 13.  USER REQUIRES ACCESS TO:                       

 14.  VERIFICATION OF NEED TO KNOW: 

 22. USER AGREEMENT - STANDARD MANDATORY NOTICE AND CONSENT PROVISION: 

By signing this document, you acknowledge and consent that when you access Department of Defense (DoD) information systems:

- You are accessing a U.S. Government (USG) information system (IS) (which includes any device attached to this information system) that is provided for U.S. Government-authorized use only.

- You consent to the following conditions:

○  The U.S. Government routinely intercepts and monitors communications on this information system for purposes including, but not limited to, penetration testing, communications security, (COMSEC) monitoring, network operations and defense, personnel misconduct (PM), law enforcement (LE) and counterintelligence  (CI) investigations.

○  At any time, the U.S. Government may inspect and seize data stored on this information system.

○  Communications using, or data stored on, this information system are not private, are subject to routine monitoring, interception  and search, and may be disclosed or used for any U.S. Government-authorized purpose.

○  This information system includes security measures (e.g., authentication and access controls) to protect U.S. Government interests--not for your personal benefit or privacy.

○  Notwithstanding the above, using an information system does not constitute consent to personnel misconduct, law enforcement, or  counterintelligence investigative searching or monitoring of the content of privileged communications or data (including work product) that are related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Under these circumstances, such communications and work product are private and confidential, as further explained below:

-  Nothing in this User Agreement shall be interpreted to limit the user's consent to, or in any other way restrict or affect, any U.S. Government actions for purposes of network administration, operation, protection, or defense, or for communications security. This includes all communications and data on an information system, regardless of any applicable privilege or confidentiality.

-  The user consents to interception/capture and seizure of ALL communications and data for any authorized purpose (including personnel misconduct, law enforcement, or counterintelligence investigation).  However, consent to interception/capture or seizure of communications and data is not consent to the use of privileged  communications or data for personnel misconduct, law enforcement, or counterintelligence investigation against any party  and does not negate any applicable privilege or confidentiality that otherwise applies.

-  Whether any particular communication or data qualifies for the protection of a privilege, or is covered by a duty of confidentiality, is determined in accordance with established legal standards and DoD policy. Users are strongly encouraged to seek personal legal counsel on such matters prior to using an information system if the user intends to rely on the protections of a privilege or confidentiality.

-  Users should take reasonable steps to identify such communications or data that the user asserts are protected by any such privilege or confidentiality. However, the user's identification or assertion of a privilege or confidentiality is not sufficient to create such protection where none exists under established legal standards and DoD policy.

-  A user's failure to take reasonable steps to identify such communications or data as privileged or confidential does not waive the privilege or confidentiality if such protections otherwise exist under established legal standards and DoD policy. However, in such cases the U.S. Government is authorized to take reasonable actions to identify such communication or data as being subject to a privilege or confidentiality, and such actions do not negate any applicable privilege or confidentiality.

-  These conditions preserve the confidentiality of the communication or data, and the legal protections regarding the use and disclosure of privileged information, and thus such communications and data are private and confidential. Further, the U.S. Government shall take all reasonable measures to protect the content of captured/seized privileged communications and data  to ensure they are appropriately protected.

○  In cases when the user has consented to content searching or monitoring of communications or data for personnel misconduct, law enforcement, or counterintelligence investigative searching, (i.e., for all communications and data other than privileged communications or data that are related to personal representation or services by attorneys, psychotherapists,  or clergy, and their assistants), the U.S. Government may, solely at its discretion and in accordance with DoD policy, elect to apply a  privilege or other restriction on the U.S. Government's otherwise-authorized use or disclosure of such information.  

○  All of the above conditions apply regardless of whether the access or use of an information system includes the display of a Notice and Consent Banner ("banner"). When a banner is used, the banner functions to remind the user of the conditions that are set forth in this User Agreement, regardless of whether the banner describes these conditions in full detail or provides a summary of such conditions, and regardless of whether the banner expressly references this User Agreement.  

USER RESPONSIBILITIES:I understand that to ensure the confidentiality, integrity, availability, and security of Navy Information Technology (IT) resources and information, when using those resources, I shall:- Safeguard information and information systems from unauthorized or inadvertent modification, disclosure, destruction, or misuse.- Protect Controlled Unclassified Information (CUI), to include Personally Identifiable Information (PII), and classified information to prevent unauthorized access, compromise, tampering, or exploitation of the information.- Protect authenticators (e.g., Password and Personal Identification Numbers (PIN)) required for logon authentication at the same classification as the highest classification of the information accessed.- Protect authentication tokens (e.g., Common Access Card (CAC), Alternate Logon Token (ALT), Personal Identity Verification (PIV), National Security Systems (NSS) tokens, etc.) at all times. Authentication tokens shall not be left unattended at any time unless properly secured.- Virus-check all information, programs, and other files prior to uploading onto any Navy IT resource.- Report all security incidents including PII breaches immediately in accordance with applicable procedures.- Access only that data, control information, software, hardware, and firmware for which I am authorized access by the cognizant Department of the Navy (DON) Commanding Officer, and have a need-to-know, have the appropriate security clearance. Assume only those roles and privileges for which I am authorized.- Observe all policies and procedures governing the secure operation and authorized use of a Navy information system.

- Digitally sign and encrypt e-mail in accordance with current policies.

- Employ sound operations security measures in accordance with DOD, DON, service and command directives.

(Block 22 Cont)I further understand that, when using Navy IT resources, I shall not:- Auto-forward any e-mail from a Navy account to commercial e-mail account (e.g, .com).- Bypass, stress, or test IA or Computer Network Defense (CND) mechanisms (e.g., Firewalls, Content Filters, Proxy Servers, Anti-Virus Programs).- Introduce or use unauthorized software, firmware, or hardware on any Navy IT resource.- Relocate or change equipment or the network connectivity of equipment without authorization from the Local IA Authority (i.e., person responsible for the overall implementation of IA at the command level).- Use personally owned hardware, software, shareware, or public domain software without written authorization from the Local IA Authority.- Upload/download executable files (e.g., exe, .com, .vbs, or .bat) onto Navy IT resources without the written approval of the Local IA Authority.- Participate in or contribute to any activity resulting in a disruption or denial of service.- Write, code, compile, store, transmit, transfer, or Introduce malicious software, programs, or code.- Use Navy IT resources in a way that would reflect adversely on the Navy. Such uses include pornography, chain letters, unofficial advertising, soliciting or selling except on authorized bulletin boards established for such use, violation of statute or regulation, inappropriately handled classified information and PII, and other uses that are incompatible with public service.- Place data onto Navy IT resources possessing insufficient security controls to protect that data at the required classification (e.g., Secret onto Unclassified).

PART III - SECURITY MANAGER VALIDATES THE BACKGROUND INVESTIGATION OR CLEARANCE INFORMATION 

 26c.  IT LEVEL DESIGNATION 

PART IV - COMPLETION BY AUTHORIZED STAFF PREPARING ACCOUNT INFORMATION 

INSTRUCTIONS 

A. PART I: The following information is provided by the user when establishing or modifying their USER IDENTIFICATION (ID). 

 

    (1) Name. The last name, first name, and middle initial of the user. 

    (2) Organization. The user's current organization (i.e., USS xx, DoD,and government agency or commercial firm). 

    (3) Office Symbol/Department. The office symbol within the current organization (i.e., SDI). 

    (4) Telephone Number/DSN. The Defense Switching Network (DSN)and commercial phone number of the user. 

    (5) Official E-mail Address. The user's official e-mail address. 

    (6) Job Title/Grade/Rank. The civilian job title (i.e., Systems Analyst YA-02, military rank (CAPT, United States Navy) or "CONT" if user is a contractor. 

    (7) Official Mailing Address. The user's official mailing address. 

    (8) Citizenship (United States (US), Foreign National (FN), Local National (LN), or Other), Identify appropriate citizenship in accordance with (IAW) SECNAV M-5510.30. 

    (9) Designation of Person (Military, Civilian, Contractor). 

  (10) IA Training and Awareness Certification Requirements. User must indicate if he/she has completed the Annual Information Awareness Training and the date of completion.

 

B. PART II: The information below requires the endorsement from the user's Supervisor or the Government Sponsor. 

 

  (11) Justification for Access. A brief statement is required to justify establishment of an initial USER ID. Provide appropriate information  if the USER ID or access to the current USER ID is modified. 

  (12) Type of Access Required: Place an "X" in the appropriate box.(Authorized - Individual with normal access. Privileged - Those with privilege to amend or change system configuration, parameters or settings.) 

 (12a) If Block 12 is Privileged, user must sign a Privilege Access Agreement form.  Enter date of when Privilege Access Agreement (PAA) form was signed. Users can obtain a PAA form from the Information Assurance Manager (IAM) or Appointee.

  (13) User Requires Access To. Place an "X" in the appropriate box. Specify category. 

  (14) Verification of Need to Know. To verify that the user requires access as requested. 

(14a) Expiration Date for Access. The user must specify expiration date if less than 1 year. 

  (15) Supervisor's Name (Print Name). The supervisor or representative prints his/her name to indicate that the above information has been verified and that access is required. 

(15a) Supervisor's Signature. Supervisor's signature is required by the endorser or his/her representative. 

(15b) Date. Date supervisor signs the form. 

  (16) Supervisor's Organization/Department. Supervisor's organization and department. 

(16a) Official E-mail Address. Supervisor's e-mail address. 

(16b) Phone Number. Supervisor's telephone number. 

  (17) Signature of Information Owner/OPR. Signature of the functional appointee responsible for approving access to the system being requested. 

(17a) Phone Number. Functional appointee telephone number. 

(17b) Date. The date the functional appointee signs the OPNAV 5239/14. 

  (18) Signature of Information Assurance Manager (IAM) or Appointee. Signature of the IAM or Appointee of the office responsible for approving access to the system being requested. 

  (19) Organization/Department. IAM's organization and department. 

  (20) Phone Number. IAM's telephone number. 

  (21) Date. The date the IAM signs the OPNAV 5239/14 form.

  (22) Standard Mandatory Notice and Consent Provision and User     Responsibilities. These items are in accordance with DoD Memo dtd May 9, 2008 (Policy on Use of DoD Information Systems - Standard Consent Banner and User Agreement) and DON CIO message Responsible and Effective Use of Dept of Navy Information Technology Resources" DTG 161108Z JUL 05. 

  (23) Name. The last name, first name, and middle initial of the user. 

  (24) User Signature. User must sign the OPNAV 5239/14 with the understanding that they are responsible and accountable for their password and access to the system(s).  User shall digitally sign form. Pen and ink signature is acceptable for users that do not have a Common Access Card (CAC) or the ability to digitally sign the form.  

  (25) Date. Date signed.

 

C. PART III: Certification of Background Investigation or Clearance.

 

  (26) Type of Investigation. The user's last type of background investigation (i.e., National Agency Check (NAC), National Agency Check with Inquiries (NACI), or Single Scope Background Investigation (SSBI)). 

(26a) Date of Investigation. Date of last investigation. 

(26b) Clearance Level. The user's current security clearance level (Secret or Top Secret). 

(26c) Identify the user's IT designation level. If Block 12 is designated as "Authorized" then IT Level Designation is "Level III". If Block 12 is designated as "Privileged" then IT Level Designation is "Level I or II" based on SECNAV M-5510.30 dtd June 2006.

  (27) Verified By. The Security Manager or representative prints his/her name to indicate that the above clearance and investigation information has been verified. 

  (28) Security Manager Telephone Number. The telephone number of the Security Manager or his/her representative. 

  (29) Security Manager Signature. The Security Manager or his/her representative indicates that the above clearance and investigation information has been verified. 

  (30) Date. The date that the form was signed by the Security Manager or his/her representative. 

 

D. PART IV: This information is site specific and can be customized by either the functional activity or the customer with approval from OPNAV. This information will specifically identify the access required by the user. 

 

(31 - 33b). Fill in appropriate information.

 

E. DISPOSITION OF FORM: 

 

TRANSMISSION: Form may be electronically transmitted, faxed or mailed. If the completed form is transmitted electronically, the e-mail must be digitally signed and encrypted. 

 

FILING: Form is purposed to use digital signatures. Digitally signed forms must be stored electronically to retain non-repudiation of electronic signature. If pen and ink signature must be applied, original signed form must be retained. Retention of this form shall be IAW SECNAV Manual M-5210.1, Records Management Manual. Form may be maintained by the Navy, the user's IAM, and/or Security Manager. Completed forms contain Personal Identifiable Information (PII) and must be protected as such.
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